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ABSTRACT

This paper presents an improved version of a steganographic algorithm for IP telephony called HideF0. It is based on
approximating the F0 parameter, which is responsible for conveying information about the pitch of the speech signal. The
bits saved due to simplification of the pitch contour are used for the hidden transmission. In our experiments, the proposed
method was applied to the narrowband Speex codec working in five different modes, with bitrates between 5,950 bps and
24,600 bps. We showed that HideF0 was able to create hidden channels with steganographic bandwidths of around 200 bps
at the expense of a steganographic cost of between 0.5 and 0.7 MOS, depending on the Speex mode. Because of placing
the approximation flag in the voice packet header, the improved version of the proposed algorithm yielded a significantly
lower decrease in speech quality, when compared with the original version of HideF0. In addition, for low bitrates of the
hidden channel (i.e., below ca. 50 bps) it was able to operate without introducing any steganographic cost. Copyright ©
2016 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Internet telephony during the last decade has become inten-
sively used all over the world, and the VoIP traffic volume
is constantly growing. Communication using IP telephony
seems natural and constitutes a remarkable part of the data
transmission on the Internet. It is no wonder that for a cou-
ple of years researchers have tried to use the VoIP traffic as
a carrier for hidden transmissions.

In [1], we proposed a novel method of data hiding based
on an approximation of the pitch parameter. Pitch, also
known as the F0 parameter, is one of the values that is
extracted from the signal during speech encoding and is
sent in the encoded bitstream as one of the parameters.
Physically, pitch can be defined as the lowest harmonic
component in voiced speech, which conforms with the nat-
ural frequency of the speaker’s vocal fold vibrations [2].
Our novel steganographic method was based on approxi-
mating the pitch contour and using the saved bits to hide
covert data.

We demonstrated that the proposed method, called
HideF0, could work efficiently with the Speex codec,
which is widely used in IP telephony [3]. We showed that
our algorithm, when applied to Speex working in mode 5,
was able to transmit hidden data at a bitrate of 220 bps,
while still providing an acceptable speech quality above

3.2 MOS. We also showed that this method was superior to
a classical least significant bits (LSB) approach.

This study is a continuation of research toward finding
an efficient and secure steganographic method that can be
used with Internet telephony. In this article, we will present
an improved version of the HideF0 algorithm, and we will
test it with various narrowband modes of the Speex codec.
We will also compare it with the previous version.

Our work is arranged as follows: first, in Section 2,
we present a brief review of steganographic methods used
with VoIP technologies, together with their categorization.
Next, in Section 3, we will describe the Speex speech
codec and its various operating modes. In Section 4, we
will present the improved version of the HideF0 algorithm.
Then, in Section 5, we will describe the experimental
setup. The results of the experiments are presented in
Section 6, which is followed by Section 7 that concludes
the article.

2. STEGANOGRAPHY IN VOICE
OVER IP SYSTEMS

Speech transmission over packet networks has been inves-
tigated as a carrier of hidden information for a couple of
years, and so far, several approaches have been proposed.
They can be classified as follows [5]:

Copyright © 2016 John Wiley & Sons, Ltd. 2923
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Pitch-based steganography for Speex voice codec A. Janicki

� Methods based on voice payload modification.
� Methods based on packet header modification.
� Methods based on modification of packets’ arrival

time.
� Hybrid methods, which combine two or more of the

aforementioned steganographic techniques.

In the following subsections, these methods will be briefly
characterized, and examples of their applications will
be given.

2.1. Voice payload modification

The methods based on voice payload modification directly
control various bits within the data field of the voice pack-
ets. In order to do this without significant quality loss, these
bits need to be carefully selected, and this is why these
methods are usually tailored to a given speech codec. A
nice review of these methods can be found in [6]. Numer-
ous algorithms belonging to this group are based on the
least significant bit (LSB) technique. In this approach, the
sender of the steganogram takes control over the last (i.e.,
least significant) bit of a codec parameter or, directly, a
speech sample. Properly selected LSBs can have either lit-
tle or no impact on the output speech quality, and this is
how they can be used to create a hidden data channel. One
must remember, however, that such LSBs can also be easily
identified and zeroed, to mitigate hidden transmission.

Several steganographic methods were developed for
the widely used G.711 codec, which is employed both in
conventional and IP telephony. Its main advantage is its
simplicity — the codec does nothing but quantize each
speech sample independently using a logarithmic quan-
tizer. Aoki [7] in 2003 proposed a packet loss concealment
algorithm for G.711, which used the LSB technique to
create an additional channel to carry the data needed for
reconstruction of the packets that were lost during trans-
mission. Wu and Young [8] in 2006 described another
method for the same codec, in which they proposed an
energy-based algorithm to choose the number of LSBs that
could be used to transmit hidden data at a low stegano-
graphic cost, that is, with no or with only minor speech
quality degradation. In 2014, Wei at al. [9] proposed a
steganographic method called Adaptive VoIP steganogra-
phy, which was based on dynamic selection of multiple
bits withing the G.711 bitstream, in parallel with controling
embedding intervals to minimize detection risk. In 2015,
Neal and ElAarag [10] described yet another method work-
ing with the G.711 codec, which was able to handle
packet losses.

Xu and Yang [11] in their study in 2009 described an
LSB-based technique for the G.723.1 codec. This codec
is based on code-excited linear prediction, so it decom-
poses the speech signal into numerous parameters, such as
linear prediction coefficients, pitch-related data and code
vector indexes. The authors researched which parameters
could be optimally used for steganographic purposes based

on LSB. They proposed a solution that was able to create
a hidden channel with a capacity of 133.3 bps. In 2011,
Huang et al. [12] suggested that during G.723.1 trans-
mission the inactive frames could be used to hide data.
Yet another method of hiding data in the speech payload,
called StegVoIP, was proposed by Tian et al. in [13] for
the G.729.A codec. Data hiding algorithms dedicated to
specific codecs were also proposed, that is, in [14] for the
G.721 codec, and in [15] for G.728.

A different approach to voice payload modification
was proposed by Mazurczyk et al. in 2014 [16] and
later improved by Janicki et al. [17]. This method,
called TranSteg (Transcoding Steganography), consisted
of replacing the original voice payload with the same
speech data, but compressed at a higher compression ratio.
The saved bits were used to carry a steganogram. Results
of experiments for various pairs of overt/covert codecs,
presented in [18], showed the high effectiveness of this
method. The authors were able to create hidden channels
with capacities of over 30 kbps at a quality decrease of
between 0 and 1 MOS.

2.2. Protocol headers modification

This group of algorithms involve the manipulation of
selected fields in VoIP-related protocol headers. For exam-
ple, unused fields in the RTP header were used for trans-
mitting side information in [19]. While in [20], the author
proposed to manipulate the time stamp within the RTP
header. This way, the author achieved a steganographic
bandwidth of 350 bps.

In 2008, Mazurczyk and Szczypiorski [21] proposed
using the SIP protocol to carry hidden data. They proved
that this method was highly effective, and they were
able to reach over 2 kbps of steganographic bandwidth.
Huang et al. [22] in 2011 proposed using the NTP
field of the RTCP Sender Report message to transmit a
secret key.

2.3. Methods using time relations

Algorithms belonging to this group affect time depen-
dencies between voice packets, for example, by changing
packet order. In 2006, Chen et al. [23] described a delay-
based method of watermarking encrypted VoIP streams.
The algorithm was based on the modification of the time
distances between consecutive speech packets. Using this
method, the authors were able to transmit messages with
99% accuracy.

In 2008, Mazurczyk and Szczypiorski [24] presented an
algorithm called LACK, in which selected packets were
replaced by hidden data and then intentionally delayed.
The receiver would retrieve the steganogram and would
drop such a packet as a late-comer, so the speech qual-
ity was affected not more as occurs in the case of natural
packet loss.
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2.4. Methods using pitch information

A subset of algorithms that modify the voice packet pay-
load exploit modifications of the fields that carry infor-
mation about the F0 frequency. Currently, apart from the
previously mentioned initial work on HideF0 [1], only a
few studies have described experiments using pitch infor-
mation to send hidden data. Possibly one of the first studies
was described by Iwakiri in 1998 [25]. In this research, an
LSB technique was applied to a pitch delay parameter of
the G.723.1 codec, which allowed the creation of a hidden
channel with the capacity of 200 bps.

In 2009, Nishimura [26] used a pitch delay parameter to
hide the additional information needed to extend the acous-
tic bandwidth conveyed by the AMR codec. The author
took advantage of one of the psychoacoustic phenom-
ena, such that the human ear is less sensitive to the same
pitch difference in higher frequencies than in lower ones.
Using this knowledge, he elaborated a steganographic
algorithm that would perform an adaptive quantization of
the pitch parameter. Thanks to the saved bits, the algo-
rithm was able to provide a steganographic bandwidth of
ca. 220 bps.

In the same year, the same author proposed another
steganographic algorithm for the AMR codec [27]. He
employed the LSB technique to hide information in vari-
ous AMR parameters, such as pitch gain and pitch delay.

In this way, at the expense of a maximum of 0.6 MOS, he
created a hidden channel with a capacity between 100 and
220 bps.

3. SPEECH CODING USING SPEEX

The Speex codec is a result of a project that was launched
in 2002 [3]. Its aim was to elaborate a speech codec that
would work with high quality even in unreliable packet
networks, such as the Internet. Similar to other codec solu-
tions, it incorporates the code-excited linear prediction
technique, that is, it uses a linear prediction filter to model
vocal tracts [28], and this filter is excited by code vectors
coming from code vector dictionaries.

Speex can provide either narrowband or wideband
transmission, but in this work, we will focus on narrow-
band transmission only, that is, conveying the acoustic
bandwidth up to 4 kHz, which is a typical value for tele-
phony. Narrowband Speex offers eight various operating
modes (Table I). The least demanding is mode 1, which
requires a bitrate of only 2,150 bps, but offers the lowest
quality, and therefore is recommended only for transmis-
sion of comfort noise. The most demanding is mode 7
with a bitrate of 24,600 bps, but this offers the best speech
quality [4]. (It is noteworthy that the G.711 codec requires
64,000 bps to reach a speech quality similar to that of
Speex in mode 7.)

Table I. Speex modes and their quality, based on [4].

Mode Bit-rate [bps] Complexity [MFLOPS] Quality description

1 2,150 6 Vocoder (mostly for comfort noise)
2 5,950 9 Very noticeable artifacts/noise, good intelligibility
3 8,000 10 Artifacts/noise sometimes noticeable
4 11,000 14 Artifacts usually noticeable only with headphones
5 15,000 11 Need good headphones to tell the difference
6 18,200 17.5 Hard to tell the difference even with good headphones
7 24,600 14.5 Completely transparent for voice, good quality music
8 3,950 10.5 Very noticeable artifacts/noise, good intelligibility

Table II. Bit allocation for various modes of Speex, based on [4].

Para-
Speex1 Speex2 Speex3 Speex4 Speex5 Speex6 Speex7 Speex8

meter frm sub frm sub frm sub frm sub frm sub frm sub frm sub frm sub

WBB 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 —
MID 4 — 4 — 4 — 4 — 4 — 4 — 4 — 4 —
LSP 18 — 18 — 18 — 18 — 30 — 30 — 30 — 18 —
OLP 7 — 7 — — — — — — — — — — — 7 —
OLPG 4 — — — — — — — — — — — — — 4 —
EG 5 — 5 — 5 — 5 — 5 — 5 — 5 — 5 —
FP — — — — — 7 — 7 — 7 — 7 — 7 — —
PG — — — 5 — 5 — 5 — 7 — 7 — 7 — —
IG — 1 — — — 1 — 1 — 3 — 3 — 3 — —
IVQ — — — 16 — 20 — 35 — 48 — 64 — 96 — 10

b/frm 39 4 35 84 28 132 28 192 40 260 40 324 40 452 39 40
b/s 2,150 5,950 8,000 11,000 15,000 18,200 24,600 3,950

WBB, wideband bit; MID, mode ID; LSP, line spectral pairs; OLP, open loop pitch; OLPG, open loop pitch gain; EG, excitation gain; FP, fine pitch;

IG, innovation gain; IVQ, code vector indexes.

Security Comm. Networks 2016; 9:2923–2933 © 2016 John Wiley & Sons, Ltd. 2925
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During encoding with the Speex coder, the input speech
is divided into 20-ms frames, with each containing 160
speech samples. Next, these frames are divided further
into four, 5-ms subframes, with each of them containing
40 speech samples. Table II presents the bit allocation for
eight different Speex modes. When analyzing this table,
it can be observed that some of the Speex parameters are
updated once per 20-ms frame, that is, the line spectral
pairs (LSP) parameters originating from the linear predic-
tion analysis. Contrary to this, the code vectors indexes
(IVQ) are calculated once per subframe, that is, once per
5 ms. The higher speech quality is offered, the larger dic-
tionary of code vectors is used and a greater number of bits
are required for IVQ.

As for the pitch-related parameters: the “cheapest”
modes, that is, modes 1, 2 and 8, update them at most once
per frame — these parameters are called open-loop pitch
(OLP) and open-loop pitch gain (OLPG). The modes that
offer good and very good speech quality, that is, modes
between 3 and 7, use the so called fine pitch parameter (FP)
and pitch gain (PG), which are updated once per subframe.

Speex offers additional features, such as transmission
at a variable bit rate, that is, changing the bitrate dynam-
ically, depending on the speech signal to be encoded
(e.g., whether it is complex or noise-like, as for unvoiced
affricates or fricatives). Another feature is discontinuous
transmission in which the codec has the ability to switch
to transmitting a comfort noise only or to stopping the
transmission completely, to save the link usage and com-
putational load.

Besides its high speech quality, Speex is a free, open
and easily available codec, so there should be no wonder
that it is being more and more widely used. Therefore,

we decided to use it, both in [1] and in the current study,
to demonstrate the proposed steganographic method based
on pitch.

4. PROPOSED STEGANOGRAPHIC
METHOD

Our initial approach described in [1] was based on voice
payload modification. Contrary to this, in the current study,
we propose a hybrid steganographic method that involves
both header and payload modification. Such a change
is motivated by the fact that the previous version con-
tained an LSB component, which was both less secure and
was suspected to have a negative impact on the output
speech quality.

Using the proposed hybrid technique, in a way, we cre-
ated two communication channels: one of the channels,
using the header modification, has a signaling role — it
will carry a flag that will inform if the second channel car-
ries overt or hidden data. Such an approach resembles the
so called multilevel steganography [29], where the lower-
level method may be used as a channel to send information
that affects the functioning of the upper-level method.

Generally, in our method, we wanted to take advan-
tage of the fact that pitch is relatively slowly changing
in its value for voiced speech, that is, when vocal folds
are vibrating. When speech is unvoiced, that is, vocal
folds are relaxed and are not vibrating, or when there is
no speech activity at all (during silence, breathing, etc.),
the pitch frequency, and as a consequence, the F0 values
are undetermined.

As mentioned in Section 3, to carry the pitch infor-
mation, Speex in the higher modes uses the fine pitch

Figure 1. The waveform of a sample English sentence with the corresponding F0 contour and the contour of “fine pitch”
Speex parameter.

2926 Security Comm. Networks 2016; 9:2923–2933 © 2016 John Wiley & Sons, Ltd.
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parameter (FP). We ran an experiment to verify the behav-
ior of the FP parameter compared with F0. In Figure 1,
we present the waveform of a sample phrase accompanied
by the F0 contour calculated using the SWIPE [30] algo-
rithm, as well as the FP parameter curve extracted from a

Figure 2. Original and modified pitch contour for the proposed
HideF0 data hiding algorithm (the scope corresponds to 70 ms-

long speech signal).

bitstream of the Speex coder operating in mode 5. It can be
seen that the FP takes random values in some frames, while
it takes rather deterministic values in the others. When
comparing the FP and the F0 curves, one can notice that
the deterministic segments of the FP do not always over-
lap with the steady segments of the F0 curve. For example,
even though all phonemes of the word “your” are voiced
with F0 values equal to ca. 100 Hz (see Figure 1), the
corresponding FP values are random.

The proposed HideF0 algorithm exploits the slowly-
varying regions of the pitch-related FP contour by approx-
imating its values, as shown in Figure 2, and transmitting
hidden data instead of the approximated FP values. The
process flow of data hiding, employing the HideF0 tech-
nique, is shown in Figure 3.

We propose that the embedding of hidden data in the
Speex bitstream should be realized frame-wise. Know-
ing that there are four FP values per frame, for each
Speex frame:

� Three of the four FP parameters are linearly approx-
imated between the last FP from the previous frame
and the last FP value from the current frame, as shown
in Figure 2.

Figure 3. Scheme of data hiding using the proposed HideF0 algorithm.

Security Comm. Networks 2016; 9:2923–2933 © 2016 John Wiley & Sons, Ltd. 2927
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� The mean square error E is measured between the
actual FP values and the approximated ones.

� If the error E is greater than a threshold � , no approx-
imation is used and the original FP data are passed
to the output stream. Then the approximation flag is
set to zero, which in the current version of HideF0 is
realized by proper modification of the packet header
(in the previous version it was obtained via an LSB of
the last FP value in the frame).

� If the error E is equal to or less than the threshold
� , it means that the pitch approximation can be used
successfully. First three original FP values within the
frame can be removed and the hidden data can be
embedded instead of them. The approximation flag in
the VoIP packet header is set to one. This allows for
transmitting 3 � 7 = 21 bits of hidden data per frame.

In this study, we do not specify how to hide the approx-
imation flag within an IP header or an RTP header — this
can be realized in multiple ways. According to [31], an IP
header contains 64 bits where hidden data can be transmit-
ted (and the same with an upper-level protocols, like RTP),
so choosing a place or a technique to hide one bit per frame
is an arbitrary decision. One can relatively easily elaborate
a technique that would change the location of such a sig-
naling bit, which would lower the probability of detection,
as was proposed in [32].

The HideF0-aware decoder operates as follows:

� The approximation flag is extracted from the packet
header. If it equals zero, the frame is processed in the
normal way.

� If the approximation flag equals one, the hidden data
is extracted from the bits reserved for the three first
FP values.

� The missing FP values are restored by approximating
linearly between the last FP value of the preceding
frame and the last FP value of the current frame.

It is important to mention that the HideF0 technique
does not require the introduction of any additional delay,
because the FP values are approximated using the data
from the preceding frame. It means that the preceding FP
value must be kept in the memory till the next iteration,
which normally should not pose any problems.

5. EXPERIMENTAL SET-UP

Similar to the previous study, in the current experiments,
the speech data used came from recordings extracted from
TIMIT [33]. This corpus contains recordings originating
from 630 speakers from eight main dialects of Ameri-
can English. In our experiments, we used three male and
three female speakers from each dialect, each uttering 10
phrases. In such a way, we created a data set of 24 male
and 24 female speakers, with ca. 30 s of speech signal
per speaker.

We decided to determine how HideF0 works with all
the narrowband modes of the Speex codec, where HideF0
implementation is possible, that is, for modes starting from
mode 3 (called hereinafter Speex3) up to mode 7 (called
hereinafter Speex7). The initial experiments [1] were run
for Speex5 only, which was chosen as a “moderate” mode,
as it offers a decent compromise between the speech qual-
ity and the bandwidth. Modes 1, 2 and 8 could not be
used because they use only one pitch value per frame
(Table II), and therefore, the pitch approximation would
not be feasible.

For the experiments, we used the Java Speex Command
Line Encoder and Decoder v0.9.7�, created during the
Speex project. The FP values, which were extracted from
the Speex bitstream, were manipulated by a MATLABr

script and sent to the Speex decoder. The software allowed
for modification of the threshold � ; that is, it was possible
to control how often the FP values were interpolated.

For speech quality assessment, we used the perceptual
evaluation of speech quality (PESQ) algorithm [34], which
is an algorithm that was used previously in numerous stud-
ies on steganography, for example, in [18] and [27]. To
estimate speech quality, PESQ required both the speech
signal being tested and the original one. The resulting mean
opinion score-listening quality objective scores were aver-
aged over all recordings and also for male and female
speakers separately.

6. RESULTS AND DISCUSSION

Similar to our previous research [1], we used the following
metrics to evaluate the proposed HideF0 method:

� Maximum steganographic bandwidth possible, i.e.,
the maximal throughput of the hidden transmission
(in bits per second).

� The steganographic cost, i.e., the difference between
the speech quality for the normal transmission and the
speech quality when the proposed method is in use.

� Output quality of the transcoded speech signal.

First, we compared the results obtained with the new
version of the HideF0 algorithm and its previous version,
proposed in [1]. Therefore, as previously, we used Speex in
mode 5. The results are presented in Figure 4. The distance
between the two curves shown in this figure is impressive,
especially in the region of low steganographic bandwidth
– the newer version of HideF0 provides a much lower
steganographic cost than the original algorithm. This con-
firms that the bits used originally as approximation flags
were responsible for the significant quality decrease.

What is more, HideF0 in the current version enables
costless data hiding (for transmission of up to ca. 50 bps),
which was not possible at all with the previous version,
where the initial steganographic cost was 0.8 MOS (note

� Available at http://jspeex.sourceforge.org
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Figure 4. Steganographic cost vs. steganographic bandwidth
for Speex5 for the previous and current versions of HideF0.
Steganographic bandwidth equal to 0 means normal transmis-

sion (i.e., without steganography).

the discontinued line for the previous version in Figure 4).
When it comes to higher values of steganographic band-
width (above 300 bps), the distance between the two curves
becomes less noticeable and both lines are converging.

These findings are also confirmed by the values shown
in Table III, where the steganographic cost and bandwidth
values are compared for various � thresholds, which deter-
mines in which frames the F0 values are approximated.

For the same � , the new version usually offers higher
bandwidth at lower steganographic cost. For example, for
the threshold � equal to 2, the new algorithm provides a
steganographic bandwidth of 195 bps at the cost of only
0.5 MOS, while the old version resulted in a decrease in
the quality of almost 0.9 MOS to provide the hidden chan-
nel with a capacity of less than 180 bps. For � equal to
0.5 and 1, the new version offers a 52 bps channel with
no apparent impact on quality at all. Since the new ver-
sion of HideF0 significantly outperformed the original one,
the following experiments were conducted solely using the
improved version.

Table IV presents the detailed results of the experiments
with the HideF0 method for various � values, both for the
total as well as males and females separately, working with
Speex5. It shows that even when the � value was set to 5,
the proposed algorithm offered a high steganographic
bandwidth of ca. 247 bps at a decrease in speech quality of
less than 0.75 MOS. At the same time, it was able to pro-
vide a quite good quality of output speech – 3.5 MOS, i.e.,
in the middle between “fair” and “good”.

The results for the LSB method, used in other studies,
were much inferior – it provided much lower bandwidth
(200 bps) at a significantly higher steganographic cost of
1.58 MOS. The quality of the output speech using this
method was much lower (2.7 MOS, i.e., below “fair”).
The results returned by LSB using random bits at the
lower position (denoted in the table a LSBR) were slightly
better than for the classical LSB (1.33 MOS vs. 1.58
MOS steganographic costs), but were still very inferior
to HideF0.

Table III. Steganographic cost and steganographic bandwidth for the original and new versions of
the proposed HideF0 method for various threshold � , for Speex in mode 5.

Threshold

HideF0 Metrics 1 2 5 10 20

Original Steganographic cost [MOS] 0.75 0.89 1.11 1.22 1.39
version Steganographic bandwidth [bps] 20.10 178.48 246.02 264.31 304.56

New Steganographic cost [MOS] 0.00 0.51 0.74 0.89 1.13
version Steganographic bandwidth [bps] 51.96 195.73 246.48 264.60 304.42

Table IV. Steganographic cost and steganographic bandwidth for the original signal, the reference LSB method and
the proposed HideF0 method for various threshold � , for Speex in mode 5.

Gender Method Orig. LSB LSBR HideF0

M/F Threshold N/A N/A N/A 0.5 1 1.1 2 5 10 20

M Quality [MOS] 4.28 2.90 3.28 4.28 4.28 4.13 3.84 3.56 3.38 3.15
Cost [MOS] — 1.38 1.00 0.00 0.00 0.15 0.45 0.72 0.90 1.13
Bandwidth [bps] — 200 200 40.42 40.42 115.08 206.75 281.04 307.67 360.21

F Quality [MOS] 4.22 2.44 2.56 4.22 4.22 3.99 3.66 3.46 3.35 3.09
Cost [MOS] — 1.79 1.66 0.00 0.00 0.23 0.56 0.76 0.87 1.13
Bandwidth [bps] — 200 200 63.50 63.50 128.50 184.71 211.92 221.54 248.63

MF Quality [MOS] 4.25 2.67 2.92 4.25 4.25 4.06 3.75 3.51 3.37 3.12
Cost [MOS] — 1.58 1.33 0.00 0.00 0.19 0.51 0.74 0.89 1.13
Bandwidth [bps] — 200 200 51.96 51.96 121.79 195.73 246.48 264.60 304.42

LSB, least significant bits; LSBR, LSB with random lowest bit value; M, male voices; F, female voices..
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For � less than or equal to 1, the HideF0 algorithm
worked absolutely losslessly, while still offering a hidden
channel with a remarkable bandwidth of 52 bps. When �
exceeded 1, it suddenly increased the steganographic band-
width by more than twice (see the change between � equal
1 and 1.1 in Table IV), and introduced a slight decrease in
speech quality of 0.2 MOS. The lack of a transition zone is
caused by the fact that the FP parameter is an integer rang-
ing between 0 and 127, and therefore the resulting mean
square error values are integers, too, which forms a step
function rather than a smooth curve.

Table V presents the results of the experiments using
HideF0 with various Speex modes. It confirms that for the
modes other than Speex5, the proposed data hiding algo-
rithm worked losslessly for low values of the threshold � ,
i.e., below ca. 1. The steganographic bandwidth offered by
HideF0 in these modes oscillated around 50 bps.

When � exceeds 1 (in Table V it is shown for � =
1.1) the algorithm enters the lossy operation. However, the
decrease in quality is initially very low – it ranges between
0.1 MOS for Speex3 up to 0.3 MOS for Speex7. Never-
theless, HideF0 already offers a quite remarkable hidden
channel bandwidth, which starts from 106 bps for Speex3
up to 132 bps for Speex7. For the threshold equal to 2,
HideF0 in modes Speex4–Speex7 enables hidden trans-
mission with ca. 200 bps at an expense ranging between
0.5-0.7 MOS.

Figure 5 displays the relationship between the stegano-
graphic cost and bandwidth for HideF0 and selected Speex
modes (3, 5 and 7) under various values of the threshold � .
For reference, the cost/bandwidth ratio points for classical
LSB and LSBR methods are shown (marked with a square
and a cross, respectively). The distance between these
points and the HideF0 curves is significant, which also
confirms the superiority of the proposed approach over the

Figure 5. Steganographic cost vs. steganographic bandwidth
for the proposed HideF0 method (for three Speex modes),

compared with the LSB and LSBR methods.

LSB methods. The HideF0 curves show that the higher the
Speex mode, the higher the steganographic cost is required
to achieve the same hidden channel capacity. This sug-
gests that speech quality decreases faster for higher Speex
modes than it does for lower ones, for example, Speex3
or Speex4. However, as far as the overall quality of the
output speech is concerned, the higher modes outperform
the lower modes for almost all steganographic bandwidths
(Figure 6), although the difference between Speex6 and
Speex7 for higher bandwidth values (i.e., above 200 bps)
is negligible.

In [1], we showed that the previous version of HideF0
worked much better for male voices than it did for female
ones. The same occured in the classical LSB method as

Table V. Output speech quality, steganographic cost and steganographic bandwidth for
HideF0 for various Speex modes and various values of threshold � .

Speex Threshold �

mode Metrics 1 1.1 2 5 10 20

Speex3 Quality [MOS] 3.78 3.68 3.46 3.28 3.16 3.00
Cost [MOS] 0.00 0.10 0.33 0.50 0.62 1.08
Bandwidth [bps] 44.31 106.10 169.52 215.17 233.46 310.60

Speex4 Quality [MOS] 4.08 3.91 3.60 3.39 3.25 3.00
Cost [MOS] 0.00 0.17 0.48 0.70 0.83 1.08
Bandwidth [bps] 56.56 127.92 199.83 248.88 267.19 310.60

Speex5 Quality [MOS] 4.25 4.06 3.75 3.51 3.37 3.12
Cost [MOS] 0.00 0.19 0.51 0.74 0.89 1.13
Bandwidth [bps] 51.96 121.79 195.73 246.48 264.60 304.42

Speex6 Quality [MOS] 4.36 4.11 3.75 3.51 3.39 3.15
Cost [MOS] 0.00 0.24 0.61 0.84 0.97 1.21
Bandwidth [bps] 55.44 126.98 202.71 253.79 271.40 309.96

Speex7 Quality [MOS] 4.41 4.11 3.73 3.48 3.35 3.11
Cost [MOS] 0.00 0.29 0.67 0.93 1.06 1.29
Bandwidth [bps] 57.52 131.98 207.46 260.13 277.81 315.90
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Figure 6. Output speech quality versus steganographic band-
width for the proposed HideF0 method for all the tested

narrowband Speex modes.

Figure 7. Output speech quality versus steganographic band-
width for the proposed HideF0 technique for male and

female voices.

well. The experiments run in this study confirmed this phe-
nomenon for the improved version of HideF0 for various
Speex modes, as reflected in Table IV.

Figure 7 displays the quality/bandwidth lines for
Speex7 and Speex3 (i.e., the “richest” and the “weakest”
from the tested Speex modes), separately for male and
female voices. They show that in most of the cases, the
“female” lines lie below the “male” ones, so the output
quality for female speech is lower for the same stegano-
graphic bandwidth.

What is more, the quality of female voices transmit-
ted over the Speex7 codec with HideF0 decreased so fast
that for higher steganographic bandwidth values (above
ca. 240 bps, i.e., when the F0 approximation takes place
more often) the output speech quality became even lower
than for male voices transmitted over the Speex3 codec

with the same capacity of the hidden channel. The exact
reason for such a behavior is not clear yet and requires a
separate investigation.

7. CONCLUSIONS AND FUTURE
WORK
In this paper, we presented an improved version of the
HideF0 algorithm — a fairly new data hiding method that
was recently proposed in [1]. This algorithm is based on
the approximation of the pitch-related FP parameter in
speech signal regions where pitch is monotonic enough to
be linearly approximated with a low error.

In this study, we tested all narrowband Speex modes,
for which implementing HideF0 was feasible, that is, the
modes from 3 to 7, inclusive. Contrary to the previous
approach, we did not use any LSB component, but instead
decided to take advantage of unused fields in the head-
ers of the voice packets. Thanks to this change, the output
speech quality increased significantly. For example, when
working with Speex3, it was possible to create a hidden
channel with a capacity of 170 bps at a decrease in quality
of 0.33 MOS only. When working with the highest narrow-
band Speex mode, that is, Speex7, we were able to transmit
hidden data, for example, at the speed of 207 bps and the
steganographic cost below 0.7 MOS, while still providing
high output speech quality over 3.7 MOS. The previous
version of this algorithm offered a channel of 180 bps for
Speex5, but at a decrease in quality of almost 0.9 MOS,
which was much higher.

What is more, the new version of HideF0 for low val-
ues of the threshold � can work in a costless mode — if
a steganographic bandwidth of ca. 50 bps is sufficient in
a given application, the proposed method causes no qual-
ity decrease in any of the tested Speex modes. The costless
mode did not occur in the previous version of HideF0 due
to the approximation flag that needed to be embedded in
the voice payload.

It should be remembered, however, that similar to the
algorithm presented in [1], the actual steganographic band-
width depends on the voice activity within the speech
signal: the more “regular” the pitch contour, the more often
the FP values can be approximated and the saved bits can
be used to hide data. The maximum theoretical through-
put of the hidden channel is 3 � 7 bits � 50 frames
per sec = 1.05 kbps. However, in real applications, this is
not achievable, as part of the signal is unvoiced. In con-
trast, one may consider using the FP values during silence,
unless the discontinued transmission mode is employed.

The security of HideF0 is improved significantly com-
pared with the original version. Because of the LSB tech-
nique not being used, the approximation flag cannot be
easily zeroed. The output speech quality is much higher,
so if a warden was located at the end of the transmission
channel, after retrieving the hidden data, the decoder would
use the approximated FP parameters and the quality degra-
dation (if any) would most likely remain unnoticed. If the
warden was located in the middle of the transmission path
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and had access to packets with hidden data instead of real
FP values, the Speex decoder would continue its opera-
tion anyway, and just the output speech would sound a bit
hoarse because of the manipulated pitch information. In
contrast, in TranSteg [16,17], for such a location for the
warden, it is most likely that nothing would be decoded in
the case of an overt/covert codec mismatch.

Both the initial and the improved versions of HideF0
returned better quality for male speech than for female
speech — for high steganographic bitrates, this differ-
ence was 0.5 MOS or greater. It is not yet clear what
the cause is for such a remarkable difference. One of the
hypotheses is that this difference was caused by PESQ defi-
ciencies; therefore, future work may involve listening tests
to confirm or reject this hypothesis.

In our work, we confirmed that the proposed HideF0
method is an efficient steganographic technique that can
be successfully used with various Speex modes. It is sus-
pected that other codecs that extract pitch-related param-
eters during the encoding process could benefit from
this method — this could be verified experimentally in
future studies.
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