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P. Uchroński
Upper Silesian Aviation Group, Katowice, Poland

ABSTRACT: Every passenger who makes an air journey is first subjected to security screening. As part 
of this procedure, passengers must be screened by a Walk-Through Metal Detector (WTMD). The aim 
of this paper was to develop a quantitative method for evaluating the effectiveness of a WTMD. Since 
this evaluation is subjective and, at the same time, there is no complete, precise input information, a fuzzy 
inference method was used; input values are expressed as linguistic variables. The model for evaluating a 
WTMD that has been developed, together with the computer tool FUGAS (FUzzy Gate Assessment Sys-
tem) that has been created, make it possible to evaluate the effectiveness of the existing types of WTMDs. 
This paper presents such an evaluation for the Katowice International Airport. Also, a universal walk-
through metal detector sensitivity scale was developed, and the relationship between a WTMD’s effective-
ness and the sensitivity it had been set at was analyzed. The experiments show that fuzzy inference systems 
can be effectively used to assist an airport manager in selecting the equipment and its parameters for a 
security screening checkpoint.

tions given by a WTMD, a security screener is able 
to identify the position of a prohibited item car-
ried by a passenger, which represents a threat, and 
take the appropriate steps.

This paper presents an evaluation of WTMDs’ 
effectiveness in the process of screening passengers 
at a security screening checkpoint. Attention is paid 
to the basic parameters of walk-through metal detec-
tors, i.e. the number of detection zones, the possibil-
ity of setting sensitivity, visualization of the detection 
zones, and a manual screening support system.

Review of the literature dedicated to managing 
the safety of people at airports indicates the exist-
ence of several important research trends:

1. Analysis of criteria for evaluation of screening 
systems.

2. Analysis of factors affecting the effectiveness of 
a security screening checkpoint.

3. The use of various research methods to analyze 
the issue.

4. Taking into account the uncertainty of infor-
mation in the analysis of a security screening 
system.

As Yoo & Choi’s (2006) studies show, the human 
factor is of greatest importance as far as the effec-
tiveness of screening at a security screening check-
point is concerned. However, technical equipment 

1 INTRODUCTION

Security screening at an airport involves many 
activities that are carried out by security screen-
ers using devices that help them to detect prohib-
ited items which a passenger might try to carry 
on board an aircraft. The security screening sys-
tem is aimed to detect cases of deliberate action 
on the part a terrorist who tries to commit an act 
of unlawful interference (ICAO, 2010) in order to 
achieve his/her goals.

Airport managers face the following decision-
making problem. They have to organize a security 
screening system so as to ensure high efficiency of 
detection of prohibited items and at the same time 
to assure its high throughput (Kierzkowski & Kisiel, 
2016). Measurements are usually sufficient to test 
the throughput. They may not be applied for quan-
titative determination of effectiveness of detection. 
Thus, there is a need to develop methods and tools to 
support numerical evaluation of the effects of imple-
mented organizational, technical and investment 
solutions for the ability to detect all prohibited items.

Walk-Through Metal Detectors (WTMDs) 
which are installed at security screening check-
points at airports and which are analyzed in this 
paper are mainly used to detect metal objects that 
are concealed on a person’s body. Based on indica-
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is also very important. These aspects were tested in 
our paper. They are important because they con-
stitute an expensive element of an airport security 
system and they are not always used effectively 
(Stewart & Mueller, 2014; Gerstenfeld & Berger, 
2011). This is because it is easy to justify the costs 
of developing infrastructure related to security, but 
it is much more difficult to quantitatively deter-
mine the actual effect of such investments (Stew-
art, 2010).

As for methodology, in (Akgun et al., 2010) the 
vulnerability of critical infrastructure was exam-
ined by using a model based on the theory of fuzzy 
sets. In turn, in (Liou et al., 2011) it was proposed 
to use the rough sets to examine the service sys-
tems at airports. The basis of the developed model 
is formed by a set of decision rules in the form of 
“if  ... then ...” statements. Similar rules, but in the 
form of fuzzy conditional sentences, are used in 
this article.

The topic that is discussed here belongs to the 
category of problems where knowledge is uncer-
tain and cannot be expressed in terms of exact 
relationships. This uncertainty comes from the 
subjective nature of evaluating an output value. 
It is not possible to obtain data on the number of 
prohibited items smuggled by passengers on board 
an aircraft. Such a subjective evaluation has to be 
carried out by experts.

When analyzing the effectiveness of a security 
screening checkpoint one should also take the 
human factor into account and, consequently, 
parameters of a WTMD such as the number of 
detection zones or the visualization of a dangerous 
object. These values can be expressed numerically, 
but the influence they have on a human operator 
cannot be determined precisely because it is subjec-
tive. Therefore, the authors of this paper propose 
that fuzzy inference mechanism should be used.

Fuzzy inference systems for civil aviation safety 
and security assessment were considered in (Sko-
rupski & Uchroński, 2015a,b). In this kind of 
systems expert knowledge is used. Opinions of 
several experts are often taken into consideration 
to reduce the level of uncertainty. This leads to the 
need for knowledge aggregation, and verification 
of the conflicting rules (Skorupski, 2014; 2015).

In this paper we have focused only on evalua-
tion of the effectiveness of WTMD (excluding 
bandwidth analysis) as a component of a secu-
rity screening system at an airport. This evalua-
tion considers the fact that in addition to WTMD 
screening, passengers (and their luggage) are also 
inspected manually and by means of X-ray equip-
ment. These two aspects were discussed in our 
previous works (Skorupski & Uchroński, 2015a,b; 
2016). They focus on the evaluation of X-ray equip-
ment for screening checked baggage at an airport 

and on evaluation of the efficiency of cabin and 
hold baggage screening. This paper supplements 
them by analyzing the WTMD effectiveness.

The structure of this paper is as follows. Sec-
tion 1 contains an introduction, a short literature 
review and presentation of the research problem, 
while Section 2 provides a description of a fuzzy 
model for evaluating metal detection equipment at 
a security screening checkpoint. Both the model 
and the computer system FUGAS (FUzzy Gate 
Assessment System) that had been obtained were 
verified based on data from Katowice airport. 
Section 3 presents results of analysis with the use 
of the model and FUGAS software. Section  4 
presents a summary and final conclusions.

2 A FUZZY MODEL FOR EVALUATING 
METAL DETECTION EQUIPMENT

2.1 Fuzzy inference systems

The relationship between the results of a WTMD’s 
evaluation, the sensitivity with which it detects 
metal, the number of detection zones as well as the 
number of visualization zones, and the existence 
of a manual screening support system belongs to a 
category of problems that are impossible to assess 
objectively and quantitatively. However, there is a 
possibility to describe the relationships in a subjec-
tive, approximate and qualitative way. Those state-
ments were the basis for using the fuzzy inference 
systems for solving problems which arose in this 
work (Siler & Buckley, 2005). The idea of the fuzzy 
inference system is presented in Figure 1.

For the input of the fuzzification block we give 
crisp values X obtained through observation or 
measurements. Unfortunately, we do not have the 
knowledge that would allow us to assign specific 
output values to specific input values. What we 
can do (with the help of experts) is to determine 
these relations in an approximate and subjective 
manner. In the fuzzification block, based on the 
specified membership functions, they are associ-
ated with the linguistic variables such as small, 
medium, large. The fuzzy values �X .  constitute the 
input for the inference block. This block uses the 

Figure  1. General structure of the fuzzy inference 
system.
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base of fuzzy rules which in our case are created by 
experts, practitioners in the field of airport secu-
rity systems. Fuzzy inference rules appear as fol-
lows: IF number of Detection zones = large THEN 
A WTMD’s evaluation = high. The inference block 
specifies the conclusion in the form of a linguis-
tic variable �y.  This conclusion is an input for the 
defuzzification block which associates the fuzzy 
value with the output crisp value y. It constitutes 
the result of the fuzzy inference system. In this 
study, �yWTMD.  is an example of a linguistic vari-
able resulting from the inference block operation. 
However, the same value following defuzzification 
will be defined as yWTMD.

A fuzzy reasoning system FUGAS implemented 
in the SciLab package and applied in Sections  2 
and 3 uses the above inference reasoning method.

2.2 General structure of the fuzzy model

Figure 2 presents a diagram of the model. The out-
put value of the fuzzy inference system associated 
with this fuzzy model yWTMD( ).  depends on four 
input variables: Detection zones xdz( ),  Sensitivity 
(xs), Visualization (xv), and Manual screening sup-
port (xmss). These variables are described below.

Evaluations of the effectiveness of detectors 
yWTMD( )  were made using a knowledge base in the 

form of fuzzy inference rules. This base has been 
created with the participation of experts in sev-
eral airports in Poland. They have many years of 
experience in work related to ensuring security at 
airports and have a major influence on the organi-
zation of security screening checkpoints. They 
were mainly representatives of airport managers. 
However, even experts are unable to determine pre-
cisely the effectiveness of detectors. Nevertheless, 
they are able to present subjective and imprecise, 
however, very useful knowledge regarding certain 
relations between � � �x x xdz s v, ,  and �xmss  input vari-
ables expressed by linguistic values and the effec-
tiveness of metal object detection also expressed by 
the linguistic value of the �yWTMD . variable.

2.3 Input variables

A security screener, to be effective, must receive 
precise information about the location of a pro-
hibited metal item that has been detected on a 
person’s body. Then he/she will be able to focus on 
screening those areas which have been indicated 
by a WTMD as particularly suspicious. Effective-
ness depends, among other things, on the number 
of detection zones, i.e. zones that precisely identify 
and locate an object representing a threat. Based 
on analyzing the technology of security screeners’ 
work we adopted the membership functions the 
linguistic variable Detection zones, which are pre-
sented in Figure 3.

The possibility of settina WTMD’s sensitivity is 
another important element in increasing the effec-
tiveness of security screening. Depending on the 
level of threat that is anticipated at a given time or 
in a given area, it might be necessary to establish 
different security standards. If  a terrorist attack is 
expected, walk-through metal detectors might be 
required to react to metal items with smaller mass 
which are carried by a passenger. When the risk 
of a terrorist attack is lower, peoe are allowed to 
carry metal objects with larger mass without caus-
ing a metal detector to react. This mainly concerns 
objects such as jewelry, a watch, or shoes.

In order to establish the ranges of values of the 
linguistic variable Sensitivity, the real sensitivity of 
two types of walk-through metal detectors that are 
commonly used at airports were measured.

The measurements were carried out for two 
types of metal samples of variae mass under identi-
cal ambient conditions. One of e sales consisted of 
coins that were made of manganese brass (M-Mn) 
and the other sample consisted of cupronickel 
coins (MN). The minimum mass of metal stimulat-
ing a walk-through metal detector was determined 
for all the detector’s sensitivity settings (1 – mini-
mum sensitivity, 100 – maximum sensitivity). How-
ever, that effective sensitivity settings are within a 
range of [60,100]. This range corresponds to the 
detection rate for a standardized test sample made 
of steel, as specified in the applicable regulations. 

Figure  2. Diagram of the fuzzy model – A WTMD’s 
evaluation.

Figure 3. Membership functions of thvalues of the lin-
guistic variable Detection zones.
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The relationship between the minimum detectable 
mass of the sample made of manganese brass and 
a WTMD’s sensitivity setting is shown in the chart 
in Figure 4.

Three values, i.e. low, medium, and high, were 
adopted for the linguistic variable Sensitivity. 
These values are presented in Figure 5.

The visualization of the zone in which a threat 
has been detected goes hand in hand with detec-
tion. In the model the membership function of the 
input linguistic variable Visualization is analogous 
to that of the variable Detection zones.

Since WTMDs are solely used to detect metal 
objects that are carried by passengers, screen-
ing must also be performed for non-metal objects 
because items such as ceramic knives or plastic 
explosives also represent a real threat. These kinds 
of objects or substances are detected during man-
ual screening.

Depending on the situation, a security screener 
him-/herself  decides whether it is necessary to per-
form the additional, manual screening of a given 
passenger, or randomly selects passengers to be 
subjected to this procedure. The percentage of 
passengers who should be screened manually is 
specified in the applicable regulations. This causes 
difficulties because, as a result, security screeners 
must count the passengers who pass through a 
security screening checkpoint. Therefore, it is bet-
ter to use the supporting device, i.e. a walk-through 
metal detector, for this purpose; a security screener 

will then have fewer responsibilities that are not 
directly related to screening passengers.

Given the above arguments, the linguistic vari-
able Manual screening support was adopted in the 
model; this variable’s values will be treated as fuzzy 
singletons which have the following membership 
functions:

µAi
x

x i
x i

( ) =
=
≠





1
0
,
,

 (1)

where A a support a lack of supporti ∈ = ={ }1 2, .

2.4 Output variable—A WTMD’s evaluation

In A WTMD’s evaluation model a five-point scale 
was adopted to describe the values of this linguis-
tic variable. This scale is presented in Figure 6.

The linguistic variables used for a WTMD’s 
evaluation have the following values: satisfactory, 
average, high, very high and excellent. For obvious 
reasons, the lowest WTMD’s evaluation (satisfac-
tory) analyzed here corresponds to a value accept-
able from the point of view of legal regulations.

The fuzzy inference system is complemented 
by 54 fuzzy inference rules which were defined by 
practicing experts. Due to the paper size they are 
not shown here.

2.5 Evaluation of WTMDs based on the example 
of the Katowice International Airport

Passenger screening at the Katowice International 
Airport is carried out by using standard walk-
through metal detectors which are available on the 
market (Table  1). The marks that are presented 

Figure 4. Relationship between the detectable mass of 
the sample (M-Mn) and a particular sensitivity setting.

Figure  5. Membership functions of the values of the 
linguistic variable Sensitivity.

Figure 6. Membership functions of the output variable 
of the model – A WTMD’s evaluation (marks).

Table  1. List and evaluation of walk-through metal 
detectors at the Katowice International Airport.

WTMD xdz xs xv xmss yWTMD

1  8 178  8 1 2.5
2  8 169  8 0 1.46
3 20 225 20 1 3
4 20 170 20 1 3
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in the last column were obtained with the use of 
the model that is described above and the compu-
tational tool FUGAS, which had been created by 
using the SciLab 5.4 package. It should be noted 
that the results that are presented here cannot be 
used to evaluate walk-through metal detectors 
as such. This is because the variable Sensitivity 
was adopted at a level that was being used at the 
moment of measurement, and not at the maxi-
mum level that is available for a given WTMD. 
Therefore, we evaluate a particular security screen-
ing checkpoint where a given WTMD is used, not 
a WTMD as a commercial product.

An analysis of the results shows that walk-
through metal detectors are used so as to maxi-
mize throughput in a typical situation, i.e. if  no 
special terror warning has been issued. Therefore, 
the marks that were given to the WTMDs range 
from an intermediate mark between satisfactory 
and average ( . ),yWTMD = 1 46  and a high mark 
( ).yWTMD = 3  The analysis also indicates that the 
potential for increasing the effectiveness of metal 
detection equipment operationally is large if  circ-
stances so require.

3 SELECTING A WTMD AND  
THE TECHNOLOGY OF WORK

The model that is presented in this paper and the 
FUGAS software make it possible to assist airport 
managers in selecting WTMDs and their tech-
nology of work. The term ‘technology of work’ 
is understood as the selection of a sensitivity at 
which WTMDs work as well as the extent to which 
particular WTMDs are used if  a security screening 
checkpoint has different kinds of equipment.

3.1 Controlling a WTMD’s sensitivity

An analysis of the impact that a walk-through 
metal detector’s sensitivity has on the effectiveness 
with which prohibited metal items are detected is 
presented below. Figure 7 presents the test results 
that were obtained from the model for the WTMDs 
that are listed in Table 1.

The marks that were given to each of the tested 
WTMDs for their effectiveness in detecting metals 
clearly improved with an increase in the detectors’ 
sensitivity, which was defined by the minimum 
mass of the M-Mn sample that was detected. The 
detectors #3 and #4 obtained the maximum mark, 
i.e. at level excellent, much faster than the detec-
tor #1 because they had a larger number of detec-
tion and visualization zones. At lower sensitivities, 
a smaller number of detection zones causes the 
detector #1 to obtain a slightly lower mark than 
both of the detectors #3 and #4. The evaluation 

characteristics of the detector #2 were similar to 
those of the detector #1, but the detector #2 was 
given one point less across the chart because it did 
not have the manual screening support function.

3.2 Practical selection of a WTMD for a security 
screening checkpoint

There are three different configurations of work at 
the passenger screening checkpoint at the Katowice 
airport. The first one is made up of employee pas-
sageways where the personnel working in the critical, 
restricted area at the airport are screened, as well as 
aircraft crew members, depending on the terminal 
architecture. The second and the third ones comprise 
passenger passageways in terminal A and terminal 
B, respectively. In June 2014 the extent to which par-
ticular checkpoints were used daily was measured in 
order to make a comparison of the effectiveness with 
which prohibited items were detected and present 
the possibility of modifying the technology of work 
at a security screening checkpoint. These measure-
ments are shown in Table 2.

Security screening checkpoints 1–3 were used as 
passageways for the employees and checkpoints 4–7 
as passageways for passengers. All WTMDs belong-
ing to the same group will be analyzed together.

One can easily notice that the WTMDs that 
screen the employees operate at a slightly lower 
sensitivity (larger minimum detectable mass of 
the M-Mn sample) and are characterized by lower 
passenger traffic intensity (“Daily traffic volume” 
column). At the same time, the persons who are 
screened there cause fewer activations (“Number 
of activations” column).

Generally speaking, the walk-through metal 
detectors operate at low sensitivity (Figure 5), i.e. 
in compliance with the requirements specified in 
the regulations. The WTMD’s evaluation is high for 
employee passageways and average for passenger 
passageways. Additionally, the latter have a higher 

Figure  7. Relationship between a WTMD’s effective-
ness and its sensitivity.
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proportion of passengers causing the WTMDs’ 
activation (“Activation rate” column). If  one takes 
into account the constant proportion of the addi-
tional manual screenings of passengers who did 
not cause a WTMD’s activation (13%), the total 
number of manual screenings at passenger pas-
sageways is five percentage points higher than at 
employee passageways. This, obviously, translates 
into throughput at a security screening checkpoint 
which is higher for employee passageways.

An interesting conclusion can be drawn from the 
above analysis. As it can be seen, the security screen-
ing checkpoints at employee passageways, which have 
higher throughput due to the smaller proportion 
of manual screenings (37%) are also equipped with 
WTMDs more effective in detecting prohibited items 
(ranked high). The passenger passageways have lower 
throughput (42% of manual screenings). They are 
equipped with walk-through metal detectors that are 
characterized by lower effectiveness in detecting pro-
hibited items (average). Therefore, one should consider 
switching the locations of the walk-through metal 
detectors. Thus, as passenger passages have lower 
throughput, it is necessary to locate there WTMDs 
which are better (of higher evaluation value) than the 
ones currently installed on staff passages. Thanks to 
this, even lowering their sensitivity (which will improve 
throughput) will not have a negative impact on check 
quality as other parameters (visualization, manual 
control support, number of zones) will be better.

The airport management could also analyze the 
fact that a slightly lower sensitivity is used in the 
detectors located in employee passageways. These 
passageways are used, for example, by aircraft crew 
members, whom we can expect to be more aware 
of the importance of security, but who, on the 
other hand, can also pose a greater security threat 
because they have more opportunities to act. This 
was evidenced by the September 11 attacks in the 
U.S. (2001). Moreover, since the traffic volume 
at these WTMDs is lower, one should consider 
increasing their sensitivity so that their detection 
effectiveness is very high or even excellent.

4 SUMMARY AND FINAL CONCLUSIONS

The fuzzy model for evaluating the effective-
ness of  walk-through metal detectors together 
with the computer system FUGAS allow one 
to easily evaluate particular security screening 
checkpoints with regard to the devices that are 
used there. Such an evaluation was carried out 
based on the example of  the Katowice Inter-
national Airport. A WTMD’s sensitivity is the 
most important factor in its detection effective-
ness. However, a WTMD that is characterized 
by high sensitivity and good capability of  detect-
ing metal objects also has low throughput. This 
is why walk-through metal detectors are set at 
lower sensitivities which guarantee the detection 
of  metal samples as specified in the regulations. 
Under such conditions, other factors, also subjec-
tive ones, gain in importance as far as a WTMD’s 
evaluation is concerned.

The experiments that were conducted show the 
possibility of carrying out a quantitative evalua-
tion of a WTMD’s effectiveness with regard to a 
particular sensitivity, which allows one to choose 
such a sensitivity that will be appropriate for a spe-
cific situation. The second experiment pointed to 
the practical utility of the proposed theoretical and 
computational solutions to an airport manager. It 
turns out that these tools make it possible to select 
the appropriate WTMD for the particular type 
of security screening checkpoint at which it is to 
be used. This allows one to rationalize the use of 
the existing equipment (as well as the equipment 
which is to be bought) by taking several criteria 
into account.
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