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a b s t r a c t

The paper presents the analysis of a secure transmission channel between nodes in the dis-

tributed measurement system. Its security is discussed, using the position-based scheme,

where each node is authenticated based on its geographical position. To decrease the threat

of the adversary disguising as the authorized node and eavesdropping the transmission, the

quantum cryptography scheme is used. The paper presents the modifications and practical

implementation issues of such a communication scheme in the distributed measurement

system. Time measurement accuracy and clock synchronization are considered, as well

as technical difficulties in delivering the secure quantum channel in the open space.

� 2013 Elsevier Ltd. All rights reserved.

1. Introduction

Distributed measurement systems (DMS) became the

standard in the automation and control applications. Intro-

duction of the fast computer equipment facilitated creating

more universal and flexible approaches. The same micro-

controllers or programmable logical controllers (PLC) can

be used for multiple purposes, depending on their selected

configuration of the software controlling the measurement

task. Abilities of the specialized computers allow for

increasing the number of measurements taken at each

location and processing them on-site. Also, with the rising

accessibility to communication media, even the simplest

devices contain network interfaces. This increases the

range and expands applications of DMS, but also intro-

duces security threats, which may compromise the mea-

surement and control operation [1].

The secure transmission of measurement data is an

important topic in the age of terrorism and ubiquitous ac-

cess to the computer networks. Multiple structures

delivering services to the society (power plants, water sup-

ply stations, traffic control centers) are now partially or

fully automated, which is possible thanks to the reliable

and efficient hardware. The rising amount of micro- elec-

tromechanical systems (MEMS) will be used to gather mul-

tiple measurements and send them to servers through the

central cloud-based storage. Unfortunately, this facilitates

intruder attacks, aiming at taking control over the system

or damaging it beyond repair. Therefore sophisticated

cryptographic protocols must be used to prevent compro-

mising the system by the potentially the attacker.

The paper presents the application of the position-

based cryptography to ensure safety and integrity of mea-

surement data, transmitted within the DMS. This new idea

was already considered for application in distributed sys-

tems, including sensory networks [2,3]. To increase secu-

rity of the system, the quantum cryptography protocol

was added to the scheme [4]. The following paper consid-

ers applying this methodology to the specific applications

of DMS, including measurement and processing nodes.

Apart from theoretical aspects, practical problems are also

considered here. The architecture and simplified model of

the contemporary DMS is in Section 2. Fundamentals of

the cryptography for the needs of the DMS are in Section 3.

The position-based quantum cryptography key exchange
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protocol is in Section 4, while Section 5 contains practical

issues related to the possible implementation of the proto-

col. Section 6 contains conclusions and future prospects of

the proposed scheme.

2. Security of DMS

The contemporary DMS is a versatile heterogenic sys-

tem, containing various nodes, depending on their purpose

and hardware capabilities [5]. There are two categories of

nodes: measurement and processing (Fig. 1). The former

are responsible for obtaining measurement data from the

outside world (represented by System Under Test) and,

optionally, processing them immediately. They are sensory

networks or specialized compact computers (such as NI

CompactRIO), equipped with multiple data acquisition

(DAQ) ports. The second group consists of devices respon-

sible for storing and processing data obtained from remote

measurement nodes [6]. Such tasks are usually performed

by general purpose computers. They can also work as the

control nodes, sending commands to the measurement

nodes. All mentioned devices are equipped with communi-

cation interfaces. To ensure the safety from the outside-

world intruders, such a system is usually separated from

any widely accessible medium (such as the Internet). As

the result, internal security threats remain. Firstly, the in-

truder can physically take control over the selected node.

The operation requires entering the infrastructure, often

making hardware modifications. Therefore the simpler

method is the interception of the data exchange. It requires

only connecting to the transmission medium and acquiring

packets sent between nodes.

In industrial applications, critical for the society, spe-

cialized and predictable networks are used [7], next to

the Ethernet standard computer network. The communica-

tion inside is performed using wired or wireless networks.

The former are used traditionally and have proven effi-

cient, especially considering the Real-Time conditions

and resilience to the additive noise. The wireless

technologies are relatively new (such as ZigBee), but are al-

ready well established. In all scenarios, it is possible to get

inside the infrastructure and intercept the transmission. To

avoid this, cryptographic protocols are often a part of the

communication standard (IEEE 802.15.4 for ZigBee). In

other cases, additional software (such as PGP for Ethernet)

or hardware (Scalance from Siemens) must be used.

The computational power of the measurement nodes is

limited and additional effort imposed by the cryptographic

algorithms may be unacceptably high. This is the case for

small microcontrollers or intelligent sensors, powered by

batteries. The solution may be the additional module

responsible only for encryption of the measured data,

which would be safely transmitted to the processing node

immediately after acquisition. The problem is the limita-

tion of the power consumed by the remote node. Therefore

cryptographic methods must be simple [8]. This problem

usually does not exist in the processing node, which is

the personal or industrial computer with relatively high

computational resources. Contemporary trends of stressing

ecological aspects in technology (such as energy scaveng-

ing) prefer power-saving methods and algorithms. There-

fore efficient cryptographic methods on both sides of

communication are preferred.

To discuss the security of the modern DMS wemake the

following assumptions:

� The attack comes from within the system, which must

be physically penetrated.

� The intruder is unable to take control over the nodes

directly, but only by sending remote commands.

� The weakest point in the DMS infrastructure is the

transmission medium.

� The size of the DMS is limited, ranging from hundreds of

meters to a few (3–5) kilometers.

The attacker must use the communication network uti-

lized by the DMS. It is possible by positioning him within

the range of the wireless network or by connecting to the

Fig. 1. Architecture of the DMS.
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cable in the case of the wired network. Although computer

transmission protocols are well established and used in

industrial applications, some systems require individual

methods and protocols, fostering the development of alter-

native cryptographic approaches [9].

The considered location-based authentication scheme is

intended for moving nodes, which is the most convenient

for the devices communicating by the wireless methods.

This is challenging for two reasons:

� The node’s location is not limited to the availability of

the contact point with the communication medium.

� It is easier to intercept data packets sent to/from the

node, as it requires only getting close enough to the sig-

nal path.

Therefore the remainder of the paper refers to wireless

transmission security.

Among traditionally existing approaches the DMS

widely uses both symmetric and asymmetric cryptogra-

phy. The former is fast (especially in hardware implemen-

tations [10]), suitable for the block transmission of the

measurement and control data. Currently, the most popu-

lar symmetric systems are AES-like ciphers, sharing the

common cryptographic methodology with Advanced

Encryption Standard (AES). They are also resilient to the

potential attack by the quantum computer. Symmetric

cryptography is then preferred in the DMS. The main prob-

lem is the key exchange, as encryption and decryption uses

the same key here. It must be protected and cannot be sent

using the transmission medium.

The asymmetric systems are slower that their symmet-

ric counterparts, but more flexible. The ability to create

public and private keys over the transmission medium

without revealing the latter makes them useful in the

Internet. The most popular asymmetric systems are Dif-

fie-Hellman, ElGamal, DSA (Digital Signature Algorithm)

and RSA (named after its creators, Rivest, Shamir and Adle-

man). Their safety depends on the key length, systemati-

cally increased. Also, the Shor’s algorithm is proved to

solve the discrete logarithm problem disregarding its size.

This would make most of used systems useless. Therefore

other methods will gain importance in the nearest future:

code-based, hash-based or lattice based cryptography [11].

The optimal solution for the DMS is the combination of

both systems. The symmetric algorithm is used to secure

the measured data, while the asymmetric system is used

to exchange keys.

Although these solutions are efficiently used in practice,

quantum computers potentially threaten multiple ap-

proaches now considered safe. Therefore it is reasonable

to search for new solutions, especially in industrial, mili-

tary and other human-critical applications. The position-

based quantum cryptography is the new solution that

could be also used in DMS. The advantages of the proposed

approach over the currently used systems include:

� Simpler structure and low required computational

power (covering only the distance calculation).

� Greater flexibility to the dynamically changing environ-

ment (including relocating nodes).

� Theoretically higher resilience to the cryptographic

attack, allowing for the public key exchange (thanks

to the quantum protocol).

3. Position-based cryptography in DMS

This is the novel type of cryptography, facilitating

authentication and safe data transmission [9], suitable for

the wireless communication, especially between sensors

within the smart dust [12]. Compared to the traditional

cryptographic systems, it simplifies the key management

(generation and distribution), which is the most difficult

task. The main idea here is that the node proves that is

the valid participant of the communication system by pro-

viding its geographical position. It is entitled to send mea-

surement data and receive commands from the control

nodes only if the position is correct with the value previ-

ously agreed between participants of the DMS. Such a node

is called a prover (P) and can be, for instance, the intelli-

gent sensor of the DAQ computer. It is assumed that such

equipment can be easily relocated. Its position is deter-

mined by measuring the time of sending and receiving

the control messages to and from other nodes, which verify

if P is the part of the legitimate communication scheme.

These nodes are called verifiers Vi (i = 1,� � �,n). In DMS they

are processing nodes (industrial computers) or additional

devices, included in the system only for the cryptographic

purposes. It is assumed that the intruder has no access to

them, being unable to interfere in the process of data ex-

change between verifiers. Only if the response from the

prover returns to the verifiers ‘‘in time’’, it is considered

as the authentic node of the DMS. In the scheme illustrat-

ing the position-based communication (Fig. 2), d(P,Vi) is

the Euclidean distance between the prover and one of

verifiers.

To successfully implement this type of cryptography,

the number of verifiers in DMS must be at least greater

by one than the number of the considered dimensions

[4]. In practical applications the maximum number of

three dimensions is needed, but increasing number of ver-

ifiers increases the accuracy of the algorithm (Fig. 3). All

verifiers generate and send their control messages mi to P

in a way that all reach it in the same time (operations

gen_mes and send_mes). The prover must process these

Fig. 2. Scheme of the position-based cryptography.
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messages (proc_mes) and resend responses ri (operation

send_resp) in a way that all Vi get them in the same mo-

ment (operation recv_resp). Finally, all verifiers agree that

P is the authorized node of the DMS. If the time measure-

ment was available with the infinite precision, the only

node able to send ri in time would be P. This ensures that

the attackers Aj (j = 1,� � �,m) located inside the DMS would

never be mistaken with the legitimate node, although they

can acquire all mi and send ri. Because the time instants of

the transmissionmi are fixed to the position of P, any other

node is not able to obtain all of them at the same time and

respond accordingly.

In practice, the transmission time is known with limited

accuracy. Therefore attackers located close to P may try to

intercept messages mi and immediately respond, pretend-

ing to be the authorized nodes. Depending on the accuracy

of timers in Vi, the probability of such a case is e. In [4], the

position of Pwas assumed known to all Vi and Aj. The latter

might be able to calculate the moments of resending the

data to Vi, therefore the initial scheme of the authentica-

tion is not secure. The problem is even more serious, when

the number of attackers is equal to number of verifiers and

every attacker is responsible for covering only the closest

verifier to its position. Synchronized attackers knowing po-

sition of each other and P, will jam the latter and take over

its role. To do that, they do not even have to be in the direct

vicinity of the intercepted prover. To determine the weak-

nesses of position-based cryptography in the DMS, the ini-

tial setup of all nodes should be performed. This includes

the calibration time measurements between the motion-

less verifiers and provers, which in the initial stage are in

the known position. Repeated time measurements in

Fig. 3 allow for determining the practical ability to detect

the intruder and locating positions close to provers where

he could remain undetected. As the range of the DMS is rel-

atively small (within 4 km of diameter), the accurate hard-

ware timers must be used as additional modules. If the

verifier is the computer, expanding it is not a problem.

4. Quantum position-based authentication scheme

Introducing the quantum cryptography to the position-

based scheme increases security of the DMS. The most

common key-exchange protocols (Quantum Key Distribu-

tion – QKD) are four-state BB84 [13] and two-state B92

[14]. The first one is used in transmissions of the highest

security (for example, some bank transfers [15]). The main

application of QKD is the key exchange. In DMS such meth-

ods can be used to minimize the chance of the successful

attack on P. A complexmethod for generating ri in response

to mi must be proposed. The quantum (n-qubit) state is

shared between P and all Vi, besides some classical infor-

mation: p and vi. The 2-qubit state – EPR pair (1) is the sim-

plest one applicable (where qubits are named A and B):

WiAB
�
� ¼ ð 0j iA � 0j iB þ 1j iA � 1j iBÞ

ffiffiffi
2

p ð1Þ

Here |0i and |1i are vectors – Dirac notations for a single

qubit, used to represent the quantum state described by

two complex probability amplitudes a and b of getting va-

lue 0 or 1 during the measurement. They have the follow-

ing property: a2 + b2 = 1. The result of the measurement

depends on a and b and the selected, publicly declared ba-

sis (as each quantum state can be represented by the

superposition of basic vectors, such as j0i and j1i). From
the measurement itself, the intruder is unable to obtain

the information about the a and b. It is not known if the

measured value of qubit was deliberate or random. The

quantum state used in protocols is a set of such EPR (Ein-

stein–Podolsky–Rosen) pairs [16] (one for each (P, Vi)),

therefore usage of the quantum teleportation to exchange

information about values of qubits is possible. The trans-

mission is executed in the same time between all pairs to

generate the complete quantum and classical information.

The former is transmitted using the quantum channel, i.e.

by the agreed pair of qubits, manifesting the quantum

entanglement property [17]. This way both nodes read

the same value of the qubit (although no traditional com-

munication between them is executed). To obtain bits from

the quantum states, Bell measurements must be per-

formed at the particular basis (which is a randomly se-

lected bit). The classical information is sent through the

traditional medium (air). The aim of this procedure is to

calculate the new quantum state:

Uij �A�B ¼ Up;vi
WiAB
�
� ð2Þ

where Up,vi is the set of fixed unitary operators, i.e. matri-

ces multiplications (known to all parties) transforming

the state Wj i into Uj i. This way, using the quantum bits

teleportation each node concatenates the new classical

information (obtained from measuring qubits) to the pre-

viously possessed. Finally all parties exchange their frag-

ments of the classical information to obtain the new

quantum state (1).

The security of QKD is based on the no-cloning property

of the quantum state. If the intruder intercepts the state

and reads its value, it cannot be passed to the prover with-

out compromising the eavesdropper. However, such a

scheme can be attacked by n intruders, located on the path

between P and subsequent Vi (each verifier is ‘‘covered’’ by

one Ai). When Ai obtain their mi, they use the teleportation

to calculate the operator U, and subsequently generate ri,

immediately sending it to verifiers (Fig. 4).

In [4], the position-based authentication protocol, resil-

ient to such an attack, was proposed. It requires the private

communication between verifiers. If intruders do not have

any information about entangled states (used for telepor-

tation between Vi and P), the BB84 scheme can be applied

(Fig. 5). First, verifiers select a set of random bits X and ex-

change them (operation gen_qubit_base). In the simplest

Fig. 3. Position-based authentication scheme [4].
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case they are classical bits x, h and the qubit Hh xj i. To cal-

culate x, the node P requires both the bit h and the qubit,

which must be obtained at the same time (operation

send_mes). The prover P calculates x by measuring the qu-

bit in the basis of h (operation proc_mes) and returns x to

verifiers (operation send_resp). The node P is considered

authentic only if the value of x is correct and it is revealed

on time (operation recv_resp).

Such a scheme is efficient as long as the probability e of

guessing the transmitted value of sequence of bits is

acceptably low. To decrease e, one must repeat the scheme

from Fig. 5 multiple times, generating subsequent EPR

pairs. Their number depends on the desired level of secu-

rity. This approach is used not only to authenticate the po-

sition of each node, but also during the transmission.

Currently such a method is considered safe and recom-

mended for the measurement nodes with limited compu-

tational power.

5. Implementation issues in DMS

The presented scheme is theoretically correct and en-

sures security of the DMS with the high probability

(increasing with each round of the quantum state genera-

tion). Its practical implementation considers the method of

implementing the quantum states, time measurement and

security assurance. The following section discusses these

problems.

5.1. Quantum states realization and hardware requirements

This section discusses the QKD implementation issues:

the size and power of required devices, the accuracy of

the quantum information exchange and the features of

the transmission medium.

The quantum information interchange is independent

on the type of implemented DMS and requires addressing

two problems: accurate qubit transmission and detection.

The quantum states exchange between nodes is imple-

mented using pairs of entangled quantum states (usually

represented by particles of light). Two methods are appli-

cable to generate and send them: faint laser pulses (single

photons emitted by the light source) and entangled photon

pairs. Transmission using both approaches is in Fig. 6,

where photons are detected by Avalanche Photo Diodes

(APD). These are currently the most accurate receiving de-

vices, representing higher sensitivity and measuring lower

light levels than, for instance, PIN photodiodes. Their task

is to generate as many electron-hole pairs as possible in

reaction to the detected photons [18].

The first method of information generation requires the

precise source of photons [19]. The main problem is the

stochastic nature of the light source, making creation of a

single photon difficult, expressed by the Poison statistics

(3):

pðnÞ ¼ l n

n!
e�n ð3Þ

where p(n) is the probability of generating n photons and l

is the mean photon number generated by the source. If the

laser generates multiple photons (identical copies), they

can be used by the intruder to intercept the QKD. He would

read one photon, leaving other copies intact, remaining

undetected (using the beam-splitting attack [20]). There-

fore such sources are not yet useful in the QKD for DMS.

The second method of single photon generation is the

quantum-entangled photon pairs creation. They are gener-

ated by exposing a nonlinear crystal to the laser ray. Cur-

rently practical applications of this method to the

transmission systems [21] and Ekert (E91) protocol [22]

are proposed. So far there are no applicable devices for

the DMS, although this solution is more attractive than

faint laser pulses, ensuring greater accuracy. The probabil-

ity to generate multiple photons is comparable in both

cases, but the second method is immune to the beam-split-

ting attack. Unfortunately, it is also more difficult techni-

cally and expensive solution (because of the larger

required spectral width). Although the device prototype

embedded in the single chip was already reported [23], it

is not yet available commercially.

Currently there are no light sources precise enough to

generate only single photons, although works on them

are still in progress.

The second problem is the photon detection. The re-

mote node must be equipped with the detector sensitive

enough to work with a single photon. This technology is

considered safe, although in [24] was proven that, if imple-

mented improperly, the system can be compromised using

off-the-shelf equipment to intercept keys leaving no trace

of the attack. Its limitation is the speed of light. The main

problem is the hardware realization of the system in the

open space, where laser light is diffused in the air (the

problem is represented by the noise ratio). Currently ap-

plied avalanche photodiodes [25] are able to detect subse-

quent pulses with over 1 to almost 3 Gb/s efficiency [26].

This throughput is more than sufficient for the key

Fig. 4. Illustration of the attack of intruders on the position based

scheme.

quant_pos_auth(P, V1,…,Vn)

X=gen_qubit_base(V1,…,Vn)
send_mes(V1,…,Vn, X )

x=proc_mes(P, X)

send_resp(P, x)

recv_resp(V1,…,Vn,x)

Fig. 5. Position-based quantum authentication scheme [4].
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distribution (experimental implementations of BB84 re-

quired 1 Mb/s for the transmission within 20 km using

the optical fiber). The separate issue is the sensitivity to

single photon. The modification of APD, called Single-Pho-

ton Avalanche Diodes (SPAD) are introduced. They usually

work for shorter wavelengths (between 400 and 1000 nm),

than APDs [27], which can be a problem for the free space

QKD in DMS. The type of the selected photodiode deter-

mines also the type of the applicable laser.

The efficiency of the quantum states processing de-

pends also on the quantum efficiency QE, representing

the ratio between the electron-hole pairs generated in

the photodiode for the detected photons [28]:

QE ¼ neh

np

� 100% ð4Þ

where neh is the number of generated electron-hole pairs

and np is the number of acquired photons. Because of high-

er QE, lower noise level and shorter response time (impor-

tant for the DMS Real-Time processing), InGaAs

photodiodes should be preferred over their Si- and Ge-

based counterparts.

As the communication between nodes is to be per-

formed possibly in the sunlight, the visible spectrum could

interfere with the laser beams. Therefore wavelengths

above 650 nm are preferred for the task (atmospheric

interference makes light with wavelength below 300 nm

useless). This allows for sending the photons over long dis-

tances without the influence of the background noise.

Longer waves are easier detectable by APD, therefore the

DMS would require light with length of 800 or even

1700 nm (entering the infrared band). The mid-IR lasers

generating rays between 2 l m and 8 l m are also consid-

ered, allowing for the more environment-independent

transmission method. Further increase of the wavelength

is possible, but from the DMS-point of view impractical.

Such devices have larger sizes and require greater power

supply. They are also more expensive and difficult to man-

ufacture. The DAQ nodes are currently power-economical,

requiring the supply of pW in the stand-by mode or below

nJ/sample during the acquisition operation [12]. In com-

parison, the power of the applicable laser is between single

mW to hundreds of mW (depending on the application and

the range), while the power generated is always lower than

the required power supply. This makes the QKD module

the most challenging part of the DMS node. While verifiers,

operating from the network power supply can be easily

supplemented with such equipment, in the case of DAQ

nodes this might require greater batteries or providing

the constant power supply as well. Therefore the laser

must be selected according to the required power, gener-

ated wavelength and parameters of available light detec-

tors. The aim is to avoid beam dispersion, absorption by

the atmosphere or interference with the background light

sources. This would also help in suppressing the quantum

bit error rate (QBER):

QBER ¼ ne

ns

6 Etr ð5Þ

where ns is the number of transmitted bits, ne is the num-

ber of incorrect bits (because of eavesdropping or deficien-

cies of the transmission channel) and Etr is the maximum

acceptable value. Current research are aimed at lowering

QBER below 1% (although even values at about 15 percent

are sometimes considered) [29]. If the QBER is greater than

the assumed value (determined considering the interfer-

ence with environment), the eavesdropping is suspected.

To obtain it, the combination of spectral, spatial and tem-

poral filtering is used [30].

The distance of the communication between the mea-

surement and control nodes is crucial for the applicability

of DMS. The assumed range of the considered system was

up to a few kilometers, although recent experiments

proved that the correct transmission over 140 km is possi-

ble [31] (though the considered scenario assumes commu-

nication between satellites or ground relay stations). The

main problem is the interference with the environment,

depending on the applied wavelength and weather condi-

tions. As transmission errors come from eavesdropping or

failures of the link, it is necessary to ensure the lowest

QBER (5) possible. With the increasing range, the attenua-

tion becomes a problem. Currently acceptable values are

about -70 dB, which delivers enough accuracy for the

DMS at the range of 1 to 4 kilometers (considering the re-

quired line of sight between the laser and the detector).

This is easier to obtain in our scenario than over large dis-

tances, requiring simpler equipment with smaller power.

The beam radius wl at the destination must be as small

as possible, which is difficult to obtain at long distances

[32]:

Fig. 6. Methods of transmitting the quantum state: using faint laser pulses (a) and through entangled photon pairs (b).
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wl ¼ w0 �

ffiffiffiffiffiffiffiffiffiffiffiffiffi

1þ l
2

l
2
R

v
u
u
t ð6Þ

where w0 is the initial beam radius (in the laser), l is the

distance to the photodetector and lR is the Rayleigh length.

The optical wave propagation is influenced by the atmo-

spheric effects, such as absorption, scattering and optical

turbulence [32]. Minimizing these effects is easier on

shorter distances and requires smaller laser power

The quantum error correction is applied to facilitate the

communication, as cryptographic system works flawlessly

only if the quantum channel is perfectly separated from

the external environment. Because it is hardly obtainable

in practice, multiple methods are proposed to compensate

for the loss of the quantum state. These approaches are still

developed [33]. The existence of noise also facilitates the

attack of the intruder, as his actions are indistinguishable

from the transmission errors because of the environment

influence.

The last problem is the size and power sources for the

DAQ nodes. Current solutions in QKD assume relatively

large equipment including traditional hardware, such as

FPGA in the transmitter and receiver [26]. Two applications

of free space quantum cryptography were tested so far:

computer network communication and data exchange be-

tween satellites (or between the satellite and the ground

station). The required power is in such cases is measured

in single watts or tens of watts (depending on the desired

power of the laser), because of the need to supply the de-

vice. It is assumed that the required power in the pre-

sented DMS scenario should be below 1W. On the other

hand, receivers, such as APD are small and can be powered

by the solar cells or portable batteries. Their average size is

about 3 mm2 The main limitation of applying such equip-

ment to the DMS are light source power, not the physical

dimensions.

5.2. Accuracy of time measurement

Accuracy.of the time measurement affects the accuracy

of the position verification. Precise timers are used for that

purpose. Their top accuracy exceeds single picoseconds. It

is suitable for measuring time in every distributed system.

The main disadvantages of such a device are its price and

physical dimensions [34], but in most cases cheaper and

less accurate timers are sufficient. The time measurement

for the distance calculation is as follows. After the verifier

sends its message mi, it starts the timer, which runs until

the response from P is obtained. The time is calculated as

in (7):

tpos ¼
tm þ tr

2
� tm ð7Þ

where tpos is the time required by the message to reach the

prover and return to the verifier, tm is the time of the mes-

sage reaching the P and tr is the time required by the re-

sponse r to reach Vi. It is assumed that times of travelling

both directions is the same, which might not be true. Also,

tpos is obtained after multiple repeats of the test measure-

ments, where the mean value and the standard deviation is

obtained. Similar methods are used in computer networks

[35], but their efficiency depends on the geographical

range of the system. As the accurate time prediction in

the Internet is impossible, the range of the secure DMS

would also be limited to the area where transmission con-

ditions are predictable, and standard deviation of repeated

time measurements would be minimal. Still, even for mul-

tiple repeats of the measurements, the standard deviation

will be non-zero. Therefore the attacker located close to P

could exploit the inaccuracies to send the message with

the delay that will not be detected by verifiers, even using

the best timers available. This problem will not be solved

even by implementing the timers with the highest avail-

able accuracy. The quantum key distribution makes the at-

tack more difficult, especially when intruders have no

information about entangled states exchanged between

the legitimate nodes. The latter, however, require addi-

tional secure channel to communicate.

Another consideration is the DMS with moving nodes.

The scheme from [4] is designed for stationary parties.

Implementation of the security protocol for mobile mea-

surement nodes would require fast update on the times

(3) related to the changing position of the node. This prob-

lem is presented in [36]. The new transmission times will

have to be calculated on-line and distributed to all verifiers

in the Real-Time. This may require a separate protocol.

The time accuracy in the quantum part of the scheme

depends on the synchronization between the devices. The-

oretically they can be coupled with the infinite precision.

In practice, the most important parameter is the jitter of

the APD, determining what will be delay of receiving the

photon. This can be exploited during the eavesdropping.

To maintain the synchronization atomic clocks are used.

Attempts to decrease the initial jitter of the APD are also

made [26]. In the DMS, with the distance between nodes

up to a few kilometers, the required clock accuracy must

be as high as possible.

Supported by the QKD, it results in the flexible key-

authentication scheme, accurately detecting nodes in

DMS and ensuring the secure transmission.

5.3. Security of the quantum key distribution

The security of QKD depends on the theoretical proper-

ties of the algorithms and their practical implementations.

Most protocols (BB84, B92) ensure the security by creating

long keys with multiple bits, from which some might be

intercepted by the intruder. To obtain the extremely low

probability of eavesdropping, both sides of communication

must generate keys of the particular length. The practical

aspect of ensuring the security depends on the used equip-

ment. According to Fig. 6, there are two methods of trans-

mitting quantum states. If the faint laser pulses are used,

there is the problem of more than one photon generation,

which makes the beam-splitting attack possible [37]. They

exploit the non-ideal nature of the light sources. As bases

required for the quantum measurement to obtain the bit

value are announced publicly, the attacker can intercept

the non-ideal pack of many photons, store one of them in

the quantummemory and send the rest to the original des-

tination (without being detected). When the bases used for
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the measurement are announced, Ai measures the stored

photon and obtains the required information. Although

counter-measures were developed (decoy state protocol)

[38], they require the minimal quality of the channel,

otherwise the transmission will be impossible. To increase

the precision of the light source, the Vertical Cavity Surface

Emitting Laser (VCSEL) was proposed [39], which is more

flexible than edge-emitting lasers. However, the probabil-

ity of generating multiple photons is still non-zero, threat-

ening the security of the system.

The security of the system based on entangled photon

pair is currently verified. Recently the complex approach,

based on blinding the APD was proposed [40]. Although

it assumes usage of the fiber optics for the quantum infor-

mation transmission, with small changes it can also be

used to intercept qubits in the open air. The scheme as-

sumes the position and number of attackers as in Fig. 4.

This experiment shows that the security of the discussed

system significantly limits the distance between the nodes

[40].

6. Conclusions

The paper presented the analysis of the application of

quantum position-based cryptography to the secure DMS.

Details of the position-based verification were discussed.

Quantum key exchange scheme and its support for the

introduced scheme was explained. Finally, advantages

and weaknesses of the presented solution were introduced,

especially considering practical implementation using the

contemporary technology. The main contribution of the

paper includes:

� Proposing the new cryptographic scheme to the DMS

including mobile and low power nodes.

� Analysis of the accuracy and flexibility of the scheme,

considering the time measurement and single photon

detection.

� Analysis of the physical implementation of the pro-

posed system, including the equipment required to

measure time and optical devices used in QKD scheme.

The specific conditions of DMS require low-power and

small factor devices, which can be added without threaten-

ing the main purpose of the nodes (measurement and con-

trol tasks).

The practical implementation of the scheme requires

the following features of the equipment used for the task:

� Small factor of QKD devices, coupled with measurement

nodes. The size of the laser depends on its power, while

the photodiodes can be easily embedded in the node of

the DMS.

� Limited requirement for the power (possibly using

energy scavenging). This feature is still developed and

too immature to be exploited in practice.

� Laser light sources ensuring small QBER in the free

space. This requires higher wavelengths (above

800 nm) to distinguish the light beam from the sunlight

background. Also, the laser power influences the beam

radius at the destination. The contemporary hardware

used for the task is sufficient to meet the DMS require-

ments. The obtainable QBER level still allows for the

intruder attack without being detected.

� Accuracy of the light sources and detectors allowing for

single photons to be generated and detected. Both

lasers and photodiodes are still developed. Although

the APD can be used in the DMS already, lasers still

require improvements.

The security requirements of the protocols to be used in

the DMS can be met by using keys long enough to mini-

mize the eavesdropping probability. The main problem

poses the equipment to execute the task. Currently it is

in the preliminary stage of tests, therefore impossible to

use in the practical applications. Also, the time is required

to verify security of BB84, B92 and Ekert protocols imple-

mented in the free space (as newmethods of attack are still

developed). It is believed that introduction of quantum

computers would revolutionize cryptography and theory

of computations. Currently the cost of the hardware is

too large, making it implementable in banking or military.

This makes applications in DMS not yet possible.
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